Physicians should be able to distinguish situations where they need to protect confidentiality from those where they could be obligated to reveal information. Data are scarce concerning physician's attitudes in daily situations where violations of confidentiality are avoidable. Physicians should be aware of situations where patients are identifiable.
INTRODUCTION
Confidentiality is a central aspect of the physician-patient relationship. 1 Codes of professional ethics and the laws of most countries affirm its importance. 2, 3 According to Swiss criminal law, violations of medical confidentiality are punished by a fine or a prison sentence.
Nevertheless, the law authorises some breaches of confidentiality, which most commentators would find ethically justified. In the US and Australia, reporting of suspected child abuse is mandatory. [4] [5] [6] In Switzerland, similar to the UK and many other countries, 7 the physician is allowed -but not obliged -to breach confidentiality in the case of child abuse.
In most countries, a breach of confidentiality is permitted to warn third parties against the wish of the patient if: reasonable efforts to elicit voluntary consent to disclosure have failed; harm is imminent; the harm that identifiable individuals would suffer is serious; there is a high probability both that harm will occur if the information is withheld and that the disclosed information will efficiently avert harm; and if appropriate precautions are taken to ensure that only the information needed to prevent the harm in question is disclosed. 8, 9 Several studies have shown that physicians disagree whether and when breaches are justified when presented with potentially socially threatening behaviour by their patients. [10] [11] [12] [13] Physicians have conflicting opinions concerning the reporting of competent victims of violence who oppose the disclosure, [14] [15] [16] concerning giving information to sexual partners of an HIV-positive test against the will of the patient, [17] [18] [19] [20] and when confidentiality conflicts with the patient's own good. [21] [22] [23] Some physicians consider confidentiality as an absolute rule, whereas many try to balance confidentiality and the prevention of harm. 21, 24 Empirical evidence indicates that erosion of confidentiality has negative consequences for society, because many victims of violence and sick patients would, fearing disclosure, abstain from seeking medical care. 11, 16, 25 Apart from these ethically difficult issues, clearly unjustified breaches of confidentiality also occur. [26] [27] [28] [29] [30] [31] [32] [33] Examples are exchanges of confidential information in cafeterias, elevators, waiting rooms, 34 with physician's spouses, or at social occasions. Some of these breaches might occur accidentally because physicians do underestimate the seriousness of the breach, 35 or the risk that in spite of not naming the patient, he or she might be identifiable because of some details mentioned. Most of these breaches are avoidable. Some hospitals place signs in public areas to remind physicians of the risk of overheard conversations. 27, 36 Empirical studies show that many patients value confidentiality highly, 11, 25, 26, 28, 32, 37 and that they are not aware of how often physicians disclose confidential information without any justification. 26 A third category of breaches occurs because of ignorance of the legal obligations. [38] [39] [40] [41] [42] Few studies have examined avoidable breaches of confidentiality due to non-necessary, negligent, or precipitated disclosure of private information to authorities. The present study tried to fill this gap and had four aims. The first was to solicit interest of physicians in a teaching intervention about confidentiality at the university hospital. The second was to investigate how participants evaluated the seriousness of different confidentiality violations; it was expected that motivation to avoid breaches of confidentiality that are judged to be of minor importance would be lower than the motivation to avoid serious violations. Many of the hospital physicians later become community physicians. The third aim was therefore to investigate whether the two groups have different attitudes, in order to better define the needs for teaching during the hospital training. The final aim was to investigate whether respect for confidentiality is a general trait: this would mean that some physicians consider breaches of confidentiality in general less serious than others; it could also mean that some physicians have a different interpretation of the need for confidentiality or have incomplete knowledge concerning legal and ethical requirements.
METHOD
In January 2004, standardised questionnaires were sent to all 616 members of the Association of Physicians in Geneva (AMG, abbreviated from now on as 'community physicians') who were registered as physicians practising in private practice in primary care, either internal or general medicine, and to all 250 physicians working in the department of general internal medicine or primary care outpatient clinic of the University Hospital of Geneva (hospital physicians). The hospital physicians were mostly future primary care physicians pursuing specialty training as a GP or general internist. One questionnaire reminder was sent 2 months later. The cases are summarised in Box 1.
Participants were asked to indicate, on a scale of 0−3 for each case, whether confidentiality had been violated and, if yes, how serious they considered the violation. After each case, physicians and law professors were given the opportunity to write comments. Responses were scored from 0 (no violation of confidentiality), 1 (violation without importance), 2 (violation for which the physician should receive a warning), to 3 (serious violation).
The researchers informed physicians that the aim of the study was to solicit physicians' participation in a teaching programme on ethical and legal issues related to confidentiality and privacy rights. The letter to the physicians announced that the seven cases presented in the questionnaire, as well as the results of physicians' answers, were being discussed as part of a teaching module on confidentiality during a cycle of courses. These courses were organised weekly at the university hospital for the sample that was contacted (internists and GPs in private practice as well as in the hospital). All contacted physicians were invited to the teaching session.
In order to establish a local and European 'gold standard' about the seriousness of the violations from a legal viewpoint, the questionnaire was also sent to three professors of criminal law teaching at the University of Geneva as well as to a sample of 10 European law professors specialising in health law and
How this fits in
In contemporary healthcare systems and daily life, physicians encounter many situations at risk for violations of confidentiality. Considerable attention has been paid to cases where physicians could be under an obligation to violate confidentiality in order to prevent harm to a third party. Data are scarce concerning physicians' attitudes in daily situations where violations of confidentiality are avoidable. Physicians regularly receive requests from colleagues or authorities (such as police, coroners, or forensic experts), to transmit patient information. They need to be able to distinguish situations where they are required to protect confidentiality from those where they could be obliged to reveal information. The present study explores physicians' opinions in seven practical, everyday situations and identifies cases where the need to grant confidentiality and the seriousness of violations are underestimated. Physicians should be aware of situations where patients are identifiable. Routine scrutiny helps to reduce avoidable violations.
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RESULTS
Responses were received from one law professor respectively from Italy, Denmark, Germany, and from two law professors from the UK. The responses of European law professors did not differ significantly from those of their Swiss colleagues, except for case 4 (Appendix 1).
A total of 508 physicians sent in completed questionnaires. The participation rate was 56% for community physicians (n = 378) and 52% for hospital physicians (n = 130). The mean age of community physicians was 51 ± 8.4 years, compared to 36 ± 6.7 years for hospital physicians (P<0.01). The mean total years of practice as a physician was 24 ± 8.7 for community physicians and 9 ± 6.3 for hospital physicians. Community physicians had been working in private practice for 14 ± 8.8 years, whereas only a minority of hospital physicians were working in private practice (mean 0.4 ± 1.9 years, P<0.01). Community physicians had practised for a considerable number of years in the hospital before starting a private practice (11 ± 6.0 years) a mean of 2 years more than physicians working in the university hospital: 9 ± 5.8 years, P<0.01. The majority of participants were internists: 86% of hospital physicians and 68% of community physicians (P<0.01).
Among both groups of physicians, the same percentage of participants (40%, P = 0.97) had a subspecialty (such as, oncology, infectious diseases, or other) in addition to the specialty exam in internal or general medicine (in Switzerland, general medicine is considered a specialty requiring 5 years of training and a board certification).
Participants' responses were analysed with respect to two questions: did participants recognise that a breach of confidentiality took place; and did participants attribute scores that were similar to the gold standard?
The percentage of physicians who thought that no violation occurred varied in an important way according to the type of case; for example 4% in case 6, compared to 57% in case 2. Community physicians' attitudes did not differ significantly from the attitudes of hospital physicians except for case 3: 14% (community physicians) versus 32% (hospital physicians, P<0.01) were convinced that no violation took place.
The means scores of law professors, physicians, and law and medical students who answered the same questionnaire in a previous study are compared in confidentiality. The names and addresses of the latter were obtained from the Swiss Institute of Health Law (Neuenburg). The researchers and the three Swiss law professors discussed the seven cases to prepare the teaching session for physicians, which took place in April 2004.
SPSS for Windows (version 13.0) was used to carry out statistical analyses. Non-parametric tests (Mann-Whitney and Kruskal-Wallis) were carried out for comparisons between the scores (responses to the question) of different groups. Student t-tests were used for comparisons between the frequency of the response 'no violation' for the seven cases concerning the following groups: physicians in private practice, hospital physicians, and 311 medical and law students who had filled in the questionnaires during previous years. 43 Differences between groups were
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Case 1a
An internist treats in their private office one of the five male politicians from the cantonal government for a cardiac arrhythmia. The physician mentions this fact to their (the physician's) spouse, who is also a physician, indicating the politician's name.
Case 1b
Same as case 1a, but the physician mentions the patient's diagnosis to their (the physician's) spouse and the political function (member of the cantonal government), but not the patient's name.
Case 2
A patient informs her gynaecologist that she is not satisfied with their treatment and tells them the name of the gynaecologist she is going to see for consultation from now on. The first gynaecologist phones their colleague to inform them that the patient suffers from active hepatitis C.
Case 3
A patient's purse has been stolen from their coat, which they had left in the waiting room of their GP. At the request of the police the GP provides the list of all patients they have seen on the day of the theft.
Case 4
At the request of a forensic pathologist, a surgeon informs them about the medical record of a person who disappeared, in order to compare it with the autopsy record of a cadaver that has been found in the nearby river.
Case 5
A young woman consults a local accident and emergency service with several broken teeth and other facial injuries of traumatic origin. She says she has been beaten by the police during the evacuation of a squat. During a dinner party with friends, the physician who has seen the woman in the emergency department mentions these facts without providing the name of the patient, but indicating the address of the evacuated squat. Among their friends is a lawyer who is member of the cantonal parliament.
Case 6
A computer specialist who is repairing the computer of a dermatologist prints out a list with the names of all persons who have been seen on consultation during the past year with indication of the type of treatment received and the paid and unpaid bills.
Box 1. The seven hypothetical cases presented in the questionnaire. Table 1 and Table 2 . 43 In case 2, physicians identified the violation of confidentiality and their severity more correctly than young law students in Geneva did. In case 3, hospital physicians did not differ from students, but physicians in private practice identified the violation more often than hospital physicians and medical and law students. For the comparison of the results in case 1 it should be noted that physicians had two versions of the case, whereas students only had one that was similar but not identical to case 1b: in the student's version, it was assumed, but not explicitly stated, that the physician does not mention the patient's name, but only refers to him as one of the five state councillors.
A total of 11% of physicians, 9% of medical students, and 7% of law students thought that a violation of confidentiality had taken place in all cases, in line with the gold standard ( Table 1 ). In only two cases was the proportion of physicians who mistakenly believed that no violation occurred below 10%: in case 1a (politician's name is mentioned) and case 6 (computer specialist).
A total of 83% of physicians identified the violation of confidentiality in case 5 (squat). A similar percentage (74% versus 80%, P = 0.200) of hospital and community physicians thought that the patient is identifiable. Those who thought that the patient is identifiable expressed significantly different opinions about the case (they judged that an important violation occurred: score 1.9 ± 0.8) than those who thought that the patient is not identifiable (score 0.6 ± 0.6, P<0.001).
In two cases, the majority of physicians (76% in case 4 and 57% in case 2) considered that no violation had taken place. In most cases, mean scores were 1 to 2 points lower than the gold standard. Only in case 6 was the mean score of physicians very close to the gold standard (2.7 compared to 3).
Responses were influenced significantly by the type of case. The study analyses did not show a trait towards more or less respect of confidentiality; that is, the hypothesis that some physicians respect confidentiality in general less than others, due to education, ethical choices, or other factors, was not confirmed. Reliability analysis showed a Cronbach's α of 0.34 for students and physicians for all six cases (using only variant b for case 1). It was highest among community physicians (α = 0.57 for seven cases including case 1a, and 0.48 without case 1a), followed by hospital physicians (α = 0.48 for seven cases and 0.34 without case 1a) and medical students (α = 0.13 for six cases). Reliability was lowest for law students (α = 0.06 for six cases).
Factor analysis revealed one factor explaining 34% of the variance of responses to questions 2, 3, 4, and 5, and one factor explaining 51% of the variance of the responses to questions 1b and 6. One factor explained 59% of the variance of the responses to question 2 and 4. The results of the factor analyses were similar in the subgroups of physicians and students.
Multivariate analysis entering all subgroups as dependent variables showed that the group variable that best explained the variances of the dependent variable 'non-identified violations among 6 cases' (Table 1) was the binary variable 'all physicians and medical students' versus 'law students'. However, this variable explained only 1.5% (adjusted R2) of the variance of the number of non-identified violations. More detailed results concerning the influence of demographic and other variables on the responses to the cases are reported elsewhere. 44 
DISCUSSION
Summary of main findings and comparison with existing literature
The legal requirement of confidentiality applies to all knowledge that a physician gains during their medical practice. The present study shows that only 11% of physicians recognised that in all six cases (without case 1a) a violation of confidentiality took place. Neither studying nor practising medicine seems to increase the ability to identify confidentiality violations, because physicians were similar to medical (and law) students among whom 9% (7%) identified all violations.
In two cases, case 1a and case 6, the overwhelming majority of physicians recognised the breach of confidentiality. The authors' previous study showed that similar results were found among different samples of medical and law students. 43 Most doctors from the present study agree that the physician violates confidentiality when they talk to their family about the disease of a politician and mentions the name of the e347
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Score 0 attributed Physicians Medical and Law students Total per 6 cases (n = 508), dental students (n = 232), (n = 819), (without case 1a a ) n (%) (n = 79), n (%) n (%) n (%) latter. An important finding of the study is that only a minority of physicians considered the violation in cases 1a or 1b to be serious. While more than 70% of all physicians thought that the violation of confidentiality is severe if a computer specialist takes patient files home, only one-third of physicians thought that revealing the name and disease of a politician to the physician's wife is serious. About the same proportion, one-third, considered that no violation takes place or that this violation is non-important. The remaining one-third considered that the violation in case 1a, although not serious, deserves a score of 2. The underestimated seriousness of the confidentiality breach in cases 1a and 1b might explain why a sizeable percentage of physicians share confidential information with their spouses or friends. 26 In case 5, even fewer physicians (18.4%) felt that a severe violation of confidentiality occurs if a physician talks to a lawyer about a recognisable patient: most physicians thought that the patient is identifiable and even among those who considered the patient identifiable, only 23% (data not shown in Table 2 ) evaluated the breach as being serious. The physician in case 5 might have wanted the lawyer or the parliament to help prevent police violence in the future. The message implied in case 5 is: if you want to do something against police violence you can inform about anonymous statistics or cases but be careful about the risk of indirect identification of patients. If the patient is identifiable, you need to ask patient consent first. In order to motivate physicians to change their attitudes, it could be helpful to make them aware of what their patients expect from them. Weiss has shown that more than half of studied physicians admitted that they reveal identifiable patient information to their spouses. 26 Only 17% of the 177 patients included in Weiss' study were aware that this type of confidentiality breach takes place. Weiss also asked a question that is similar to case 5 from the present study: a total of 60% of physicians in Weiss' study reported that they tell colleagues about interesting patient histories at parties, and 36% admitted to telling these stories to nonphysicians during a party, while only 18% of patients imagined that their physicians spoke to colleagues at parties and only 9% that the physician revealed medical information about them to non-physicians. Possible reasons for the differences between case 1 and case 5 are that not only students but also physicians are not always aware about the risk of identification, 35 and that some might find it justified to inform a lawyer about a victim of violence by the police, even against the patient's wish. [15] [16] [17] [18] Non-identification of the breach and/or underestimation of the severity of the violation occurred mostly in the cases in which information was given to the police (case 3) or to colleagues (cases 2 and 4). More specific education might be useful. At present, ethics and health law courses often focus too narrowly on those aspects of confidentiality and privacy rights where a conflict exists between confidentiality and a danger to third parties or society. In addition, education should address specific aspects of when information sharing between colleagues or with authorities is allowed and when it is inappropriate because other solutions exist. 39 The present results differ from those of Lako and Lindenthal, who found a strong reluctance to divulge information to other physicians without the patient's consent. 24 However, they used vignettes describing the disclosure of information to insurance physicians and occupational health physicians. Doctors and students might more easily recognise the requirement of confidentiality towards this group of physicians than to other groups.
It was not possible to identify a general trait 'respect for confidentiality'. This means that no subgroups of physicians were identified that might benefit from education. By contrast, specific education will be usual for all physicians because most of them seem to be at risk of breaching confidentiality in some situations, especially when information is requested by authorities such as a forensic expert or the police. The fact that more than half of all contacted physicians participated in the teaching exercise shows that interest in this type of education is high.
Physicians' and medical students' attitudes did not vary significantly, except for case 3. From an optimistic point of view, this means that practical experience has a sizeable effect on a case that occurs in private practice (waiting room). It could also indicate that more experienced physicians are less intimidated by the police. From a more pessimistic point of view, the present results could mean that, in most cases, physician's knowledge stagnates after medical school. Indeed, the sample of future medical professionals used for comparison consisted of students near the end of medical school, that is, at a moment at which knowledge about theoretical subjects such as ethics and legal medicine might be at a maximum. 43 
Strengths and limitations of the study
The study has some limitations. In Switzerland, the risk for physicians to be sued for a violation of confidentiality is very low. Physicians in this study might have approached the matter from an ethical standpoint and might have tended to see violations as less serious than the law professors. It might be worthwhile to extend the study to professors of moral philosophy, or specialists in health ethics, to see whether they would have come up with the same answers as the professors of law.
By contacting community physicians, the study probably included almost all internists and GPs with a private practice in Geneva because, in principle, they are all members of the AMG. However, although more than half of all contacted physicians participated in the study, a sizeable minority did not. This means that the results might not be representative of all internists and GPs with a private practice in Geneva. Instead they might reflect the attitudes of physicians who are interested in legal and ethical questions and motivated in general to participate in postgraduate training. Therefore the study might have overestimated knowledge and compliance with legal requirements of confidentiality. More motivated physicians who returned the questionnaire might have greater knowledge about confidentiality than participants who did not return the questionnaire. However, if this were the case, it would only reinforce the conclusions of the study that more detailed education about confidentiality is needed.
The fact that few differences were found between hospital physicians, physicians working in private practice, and medical students increases the probability that the study found 'typical' attitudes of current and future physicians in Geneva.
In contrast to medical students, the law students used for comparison were closer to the beginning of their studies, although second year law students can be said to be in the middle of their 3-year curriculum. Their attitudes might change during their ongoing studies and therefore might not be representative of more advanced law students. The answers of the law students from the study samples could therefore more e349 e350 closely represent the attitudes prevalent among educated young people early in their university education, rather than specifically those of future lawyers. For the interpretation of the study results, however, it is not very important whether current and future physicians are compared to law students or to a sample of educated young students interested in law.
Implications for future research
In line with findings from other research, the present study shows that although healthcare professionals know the importance of confidentiality, a substantial percentage of them do not always know exactly how to maintain it in practice. They are unsure of the exact circumstances in which they can divulge information to others in everyday situations. 41, 42 A sizeable percentage of physicians could benefit from education about situations that violate the legal and ethical requirement for confidentiality, especially if colleagues and authorities (police, forensic experts, or coroners) request information. In addition, the seriousness of violations is often underestimated. As shown in case 5, physicians need to understand the risk of patient identification in order to avoid unjustified violations of confidentiality. Postgraduate teaching programmes should address these specific issues of confidentiality as well as the seriousness of violations. 36 Similar teaching methods should already be introduced at undergraduate level and their impact evaluated. The present study provides an example of an educational programme and shows that the majority of contacted physicians were interested in the teaching intervention. Questionnaires presenting specific 'traps' to confidentiality are helpful to increase physicians' sensitivity towards respecting confidentiality.
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